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DETAILED ACTION 

1 . Applicant's arguments filed November 27, 2006, have been fully considered but 
they are not persuasive. 

2. Claims 1-2, 4-7, and 10-11 are pending and have been examined, claims 3, 8-9, 
and 12-17 have been cancelled. 

Response to Amendment 

3. Contrary to Applicant's interpretation of Sullivan et al. (US Patent Number 
6,069,647, hereinafter "Sullivan"), Examiner respectfully submits that Sullivan not only 
teaches "digital content that is decrypted and re-encrypted with a key that is recognized 
by a programmable unit" (col. 5, lines 35-39) as correctly pointed out by Applicant, but 
also that the digital content is encrypted by a key (TSK) that is stored in the interface 
unit (numeral 130, fig. 1) and provided in the digital content (col. 5, lines 25-35) (this is 
how the content is decrypted at the programmable unit) and then uses a key stored at 
the programmable unit to re-encrypt the content (col. 5, lines 35-40). Sullivan further 
teaches public key infrastructure to provide means for authentication of parties to a 
communication session, i.e. producing signatures of a key of the programmable unit 
(col. 8, lines 5-60). Applicant's arguments are not persuasive. 

4. Assuming arguendo Sullivan does not intend to teach that the programmable 
memory may decrypt with the key received in the digital content and re-encrypt with a 
key stored in said programmable memory, such a modification would have been 
obvious to someone of ordinary skill in the art, as clearly taught by Colvin, Sr (US 

Patent 6,041 ,123) "A system of secure communications between multiple parties. This system uses an 
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index/secure key combination for each party. The index key never changes its value. A secured central router with 
access to a master database uses index keys to look up corresponding secure keys in the master database. The 
central router uses the secure keys to decrypt messages sent by parties and reencrypt the messages for the 
recipients and, thus, acts as a conduit for secure communications between parties." (abstract) and Heer et 

al. (US Patent 5,999,629) "Assuming that ACS 40 finds that the message is valid, then it uses the 

symmetrical key that it generated and shares with module 30, to decrypt the encrypted program encryption key 
contained in the message and then reencrypts the key using its own device unioue key S. sub. local. Module 30 
then stores the result along with the associated serial number and program identity as an entry in database 27 (FIG. 
2)." (COl. 5, lines 5-30) and HamiltO et al. (US Patent 5,504,816) "a method and apparatus are 

provided for controlling access to digital signals sent via a first communication path and retransmitted over a second 
communication path. The digital signals, having been encrypted by a first encryption scheme and sent over the first 
communication path, are received and decrypted. The decrypted signals are then retransmitted over the second 
communication path using a second encryption scheme that differs from the first encryption scheme." (abstract). 

Applicant's arguments are not persuasive. 

Claim Objections 

5. Claims 1 and 7 are objected to because of the following informalities: "an 
process". Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

6. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

7. Claims 1-2, 4-7, and 10-11 are rejected under 35 U.S.C. 102(a) as being 
anticipated by Sullivan. 

Regarding claim 1, Sullivan teaches an electronic transmission apparatus , 
comprising: 
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- first and second communication means connected to a signal transmission 
line, the signal transmission line connecting a transmitting electronic device to 
said first communication means and connecting a receiving electronic device 
to said second communication means, said first communication means 
receiving an encrypted signal from the transmitting electronic device over the 
signal transmission line (col. 8, lines 5-60); 

- authentication process means for executing a first authentication process with 
the transmitting electronic device via said first communication means and the 
signal transmission line, said first communication means receiving first key 
information from the transmitting electronic device over the signal 
transmission line based on a result of the first authentication process (col. 9, 
lines 12-43); 

- decryption means for decrypting the encrypted signal using the first key 
information, said authentication process means supplying the first key 
information to said decryption means based on the result of the first 
authentication process (col. 5, lines 1-55); 

- processing means for executing a process with the decrypted signal provided 
by said decryption means, said processing means including a section 
operable to display or record the decrypted signal (col. 4, lines 47-65, col. 5, 
lines 55-67); 
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- said second communication means enabling execution of a second 
authentication process with the receiving electronic device over the signal 
transmission line (col. 5, lines 55-67, col. 6, lines 55-67); 

- encryption means for re-encrypting the decrypted signal using second key 
information, said authentication process means supplying the second key 
information to said encryption means (col. 5, lines 27-55); and 

- signal switching means for selecting, for output to said second communication 
means, one of the encrypted signal and the re-encrypted signal in response 
to a result of the second authentication process, said first communication 
means supplying the encrypted signal to said signal switching means, said 
encryption means supplying the re-encrypted signal to said switching means 
(col. 9, lines 1-43); 

- said authentication process means supplying the first key information to said 
second communication means when said signal switching means selects the 
encrypted signal and supplying the second key information to said second 
communication means when said signal switching means selects the re- 
encrypted signal (col. 5, lines 27-67); 

- said second communication means transmitting the first or second key 
information and the selected one of the encrypted signal and the re-encrypted 
signal over the signal transmission line to the receiving electronic device 
(col. 5, lines 55-67). 

Regarding claim 7, Sullivan teaches a signal transmission method comprising: 
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- executing a first authentication process with a transmitting electronic device 
over a signal transmission line (col. 9, lines 12-43); 

- receiving an encrypted signal from the transmitting electronic device over the 
signal transmission line (col. 8, lines 5-60); 

- receiving first key information from the transmitting electronic device over the 
signal transmission line based on a result of said first authentication process 
(col. 5, lines 27-67); 

- decrypting the encrypted signal using the first key information (col. 5, lines 
27-67); 

- executing a process using the decrypted signal, the process including 
displaying or recording the decrypted signal (col. 5, lines 55-67); 

- executing a second authentication process with a receiving electronic device 
over the signal transmission line (col. 5, lines 55-67, col. 6, lines 55-67); 

- re-encrypting the decrypted signal using second key information (col. 5, lines 
27-67); 

- selecting, for transmission to the receiving electronic device, one of the 
encrypted signal and the re-encrypted signal in response to a result of the 
second authentication process (col. 9, lines 1-43); 

- transmitting the selected one of the encrypted signal and the re-encrypted 
signal over the signal transmission line to the receiving electronic device (col. 
5, lines 27-67); and 
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- transmitting the first key information to the receiving electronic device via the 
signal transmission line when the encrypted signal is selected, and 
transmitting the second key information to the receiving electronic device via 
the signal transmission line when the re-encrypted signal is selected (col. 5, 
lines 55-67). 

Regarding claim 2, Sullivan teaches 

- wherein said authentication process means supplies the first or second key 
information to the receiving electronic device based on the result of the 
second authentication process (col. 5, lines 55-67). 

Regarding claim 4, Sullivan teaches 

- wherein said authentication process means executes the second 
authentication process with the receiving electronic device via said second 
communication means and the signal transmission line, and supplies the first 
or second key information for decrypting the selected one of the encrypted 
signal and the re-encrypted signal selected by said signal switching means to 
the receiving electronic device via said second communication means and the 
signal transmission line based on the result of the second authentication 
process (col. 5, lines 25-67). 

Regarding claim 5, Sullivan teaches 

- wherein the selecting operation carried out by said signal switching means is 
based on a selection signal supplied by the transmitting electronic device 
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through via said first communication means and the signal transmission line 
(col. 5, lines 55-67). 
Regarding claim 6, Sullivan teaches 

- operation input means for controlling the switching operation of said signal 
switching means (col. 5, lines 55-67). 

Regarding claim 10, Sullivan teaches 

- wherein said step of selecting one of the encrypted signal or the re-encrypted 
signal is executed based on a signal received from the transmitting electronic 
device (col. 5, lines 1-55). 

Regarding claim 11, Sullivan teaches 

- wherein said step of selecting one of the encrypted signal or the re-encrypted 
signal is executed based on an operation result of an operation input means 
(col. 5, lines 55-67). 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. US Patent 6,061,451 to Muratani et al., US Patent 6,128,605 to 
Saito et al., US Patent 6,252,964 to Wasilewski et al., US Patent 6,834,1 10 to 
Marconcini et al., US Patent 6,188,397 to Humpleman. 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off. 
on Wednesday. 

11. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on (571) 272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

12. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
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Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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